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nice to meet you
Currently: security engineer at Trail of Bits

● Research: vulnerabilities in parsers

● Assurance: threat modeling

How I got here…

● Previously: tech lead for application security at Twitter (left mid 2022)

● Before that: backend software engineering

● Before that: started a PhD in computer science, didn’t finish

rice comp 427: intro to threat modeling
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agenda
● Basics (in no particular order)

○ What, when, who, why
○ Threats, vulnerabilities, and attack vectors
○ Trust boundaries and scope

● How it all fits together
● What do people do with the results?

main idea threat modeling informs and enables making 
good system-level security decisions!

rice comp 427: intro to threat modeling
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threat modeling
1. Agree on scope

2. Determine what can go wrong

3. Analyse how to prevent the scenario(s)

4. Try it

5. Did it work?

6. goto 1

rice comp 427: intro to threat modeling
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why: systems thinking

rice comp 427: intro to threat modeling

● Everything is interconnected (dependencies)

● Emergent properties

● Protections and countermeasures will layer

● Boundaries: input, output, exchange

● Design-level weaknesses and vulns



7rice comp 427: intro to threat modeling
img src: https://en.wikipedia.org/wiki/Sinking_of_the_Titanic, Willy Stöwer, 1912
https://mechse.illinois.edu/news/blogs/titanic-material-failure
https://www.britannica.com/summary/Titanic
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assumptions

rice comp 427: intro to threat modeling

● Enough lifeboats
● Lifeboat process is well-defined and practiced by crew (and 

passengers?)
● Sufficient distress signal monitoring
● Rivets and welds are safe
● Hull material is safe for expected water temp range
● Bulkheads are tall enough
● “unsinkable”
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when to threat model

rice comp 427: intro to threat modeling

● Worst case: before the boat goes in the water ;)

● Software development life cycle (SDLC):

Requirements -> 
Design -> 
Implementation -> 
Testing -> 
Deployment ->
Maintenance -> 
…
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when to threat model

rice comp 427: intro to threat modeling

● Software development life cycle (SDLC):
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vulnerability

rice comp 427: intro to threat modeling
https://csrc.nist.gov/CSRC/media/Publications/sp/800-154/draft/documents/sp800_154_draft.pdf

NIST: “a vulnerability is any trust 
assumption involving people, processes, or 
technology that can be violated in order to 
exploit a system”
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ship vulns!

rice comp 427: intro to threat modeling

● Hull material or rivets are weak
● Bulkheads not tall enough
● No process for evacuation and insufficient lifeboats
● Also possible:

○ Engine overheats at top speed
○ Propeller gets stuck in shallow water
○ Crew mutiny
○ Crew member can be paid off to let in pirates
○ Hatch seal leaks in stormy conditions



14

expertise: who’s in the room?

rice comp 427: intro to threat modeling

● Development: how individual pieces work, expected failures

● Architecture: how components fit together, 
systemic failure modes

● Ops: why is it like this actually? How did it previously fail?

● Security: how would an attacker _? What else can go wrong?
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who’s there?

rice comp 427: intro to threat modeling
img src: knowyourmeme.com

● Users, admins, attackers…

● What do they want? 
○ Sensitive data
○ Privileged access
○ Persistence

● What should they be able to do? What can they do?
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examples: actors

rice comp 427: intro to threat modeling

● A user on the public network (internet) from which at least one 
application instance is accessible

● An administrator who can deploy the application, and responds to 
production alerts which impact the application

● A local user who controls a process or user account on the same host 
as the application developer
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scope

rice comp 427: intro to threat modeling

● Simple: what could be threatened (data, components, people …)

● More complicated: second degree involvement (dependencies)

● Balance cost ($, time) with completeness

● Psychological acceptability
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plausible problems

rice comp 427: intro to threat modeling
https://en.wikipedia.org/wiki/There_are_unknown_unknowns

Practically speaking…
● threat != risk != vulnerability
● More complex system == more things can go wrong

Exploit… 
● how system components will fail (also need to know 

how they should work)
● assumptions about what failure looks like
● unknown unknowns
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plausible problems

rice comp 427: intro to threat modeling
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threat (scenarios)

rice comp 427: intro to threat modeling
https://csrc.nist.gov/CSRC/media/Publications/sp/800-154/draft/documents/sp800_154_draft.pdf

NIST: “adversely impact[ing] organizational operations and 
assets, individuals, other organizations, or the Nation 
through an information system via unauthorized access, 
destruction, disclosure, or modification of information, 
and/or denial of service”
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rice comp 427: intro to threat modeling
img src: https://xkcd.com/538/
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threat: motive and method

rice comp 427: intro to threat modeling

● 🐛: error / fault that makes software output / behavior not match 

expectations

● Vulnerability: incorrect assumption of security where there is 
actually weakness (subclass of all bugs)

● Threat = motive (attacker’s desire) + method (exploiting the vuln)
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threats: STRIDE

rice comp 427: intro to threat modeling

● Spoofing

● Tampering

● Repudiation

● Information disclosure

● Denial of service

● Expansion of authority (elevation of privilege)
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STRIDE

rice comp 427: intro to threat modeling

● Spoofing violates authenticity

● Tampering violates integrity

● Repudiation violates non-repudiation

● Information disclosure violates confidentiality

● Denial of service violates availability

● Expansion of authority violates authorization
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STRIDE: things that break user trust

rice comp 427: intro to threat modeling

● Spoofing violates authenticity

● Tampering violates integrity

● Repudiation violates non-repudiation

● Information disclosure violates confidentiality

● Denial of service violates availability

● Expansion of authority violates authorization



27rice comp 427: intro to threat modeling
https://csrc.nist.gov/publications/detail/sp/800-154/draft
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PASTA (process for attack simulation and threat analysis)

rice comp 427: intro to threat modeling

● Objectives
● Scope
● Decompose the application
● Analyse 

○ Application / system weaknesses
○ Potential attack paths

○ Threats

● Determine impact (and likelihood)
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PASTA (process for attack simulation and threat analysis)

rice comp 427: intro to threat modeling
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● Scope
● Decompose the application
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○ Application / system weaknesses
○ Potential attack paths
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trust boundary

rice comp 427: intro to threat modeling
Adam Shostack: Threat Modeling https://a.co/d/c86A7ou 
OWASP: https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html#define-trust-boundaries

● OWASP: “A trust boundary is a location in data flow where 
level of trust changes”
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trust boundary

rice comp 427: intro to threat modeling
Adam Shostack: Threat Modeling https://a.co/d/c86A7ou 
OWASP: https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html#define-trust-boundaries

● Adam Shostack: “An attack surface is a trust boundary 
and a direction from which an attacker could launch an 
attack… a trust boundary is where entities with different 
privileges interact”

● OWASP: “A trust boundary is a location in data flow where 
level of trust changes”
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trust boundary

rice comp 427: intro to threat modeling
Adam Shostack: Threat Modeling https://a.co/d/c86A7ou 
OWASP: https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html#define-trust-boundaries

● Adam Shostack: “An attack surface is a trust boundary 
and a direction from which an attacker could launch an 
attack… a trust boundary is where entities with different 
privileges interact”

● OWASP: “A trust boundary is a location in data flow where 
level of trust changes”

vector!
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trust boundary

rice comp 427: intro to threat modeling
Adam Shostack: Threat Modeling https://a.co/d/c86A7ou 
OWASP: https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html#define-trust-boundaries

● A location where system component(s) check privileges in 
order to allow or deny data flow 

● “Between” components in data flow terms
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linkerd

rice comp 427: intro to threat modeling | https://github.com/trailofbits/publications/blob/master/reviews/Linkerd-threatmodel.pdf
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cURL

rice comp 427: intro to threat modeling | https://github.com/trailofbits/publications/blob/master/reviews/2022-12-curl-threatmodel.pdf
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PASTA (process for attack simulation and threat analysis)

rice comp 427: intro to threat modeling

● Objectives
● Scope
● Decompose the application
● Analyse 

○ Application / system weaknesses
○ Potential attack paths

○ Threats

● Determine impact (and likelihood)

Determine attackers/actors

Draw trust boundaries
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Mozilla Rapid Risk Assessment

rice comp 427: intro to threat modeling
https://infosec.mozilla.org/guidelines/risk/rapid_risk_assessment.html

● What does the system or application do? 

● What data can it process or store?

● Confidentiality: What happens if all the data is disclosed to the world?

● Integrity: What if data is incorrect, misleading, website defaced, etc.?

● Availability: What if data or service is missing, deleted, unreachable?

● Impact (reputation, finances, productivity, system usability…)
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NIST’s Data-Centric Threat Modeling

rice comp 427: intro to threat modeling
https://csrc.nist.gov/publications/detail/sp/800-154/draft

● Step 1: identify and characterise the system and data of interest
● Step 2: identify and select the attack vectors to be included in the 

model 
● Step 3: characterise the security controls for mitigating the attack 

vectors
● Step 4: analyse the resulting threat model



40

in practice: Trail of Bits

rice comp 427: intro to threat modeling

● System expertise + 
security expertise

● Make lists!
○ Assumptions
○ Actors
○ Data
○ Components
○ Client concerns
○ Operational controls
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in practice: Trail of Bits

rice comp 427: intro to threat modeling

● Combine expertise areas
● Make lists!

○ Assumptions
○ Actors
○ Data
○ Components
○ Client concerns
○ Operational controls

● Draw a diagram
● A data flow through the 

system is…
● Could an attacker…
● Could a user accidentally…
● Could a developer…
● Could an admin…
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in practice

rice comp 427: intro to threat modeling

● Combine expertise areas
● Make lists!

○ Assumptions
○ Actors
○ Data
○ Components
○ Client concerns
○ Operational controls

● Draw a diagram
● A data flow through the 

system is…
● Could an attacker…
● Could a user accidentally…
● Could a developer…
● Could an admin…

tl;dr communication
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a finding = plausible threat + lacking mitigation

rice comp 427: intro to threat modeling



44rice comp 427: intro to threat modeling

DISCUSS

Gain “institutional knowledge”; 
Learn system history; 
Hear client’s concerns;
Learn current process;
Determine impact together

EXPLORE

Read the docs; research 
technologies in use; dig into the 
bug tracker; (maybe) run recon 

tools; (maybe) read source code or 
run static analysis tools…

DOCUMENT

Make lists; 
Build architectural diagrams; 

Document assumptions; 
Accumulate questions
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research

rice comp 427: intro to threat modeling

Try* to answer before discussion w/ client:
● What version of this dependency is in use? What weakness(es) could it add?

● If a user sends a message through component A, does it automatically 
trigger a message sent from component A to component B?

● What kinds of error messages get shown when the component fails?

● What classes can access this piece of data?

*resources like documentation, source code access, etc are not always provided, though…
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discussion with the client

rice comp 427: intro to threat modeling

● What do you think is the most common use case?

● What is supposed to happen when the component fails?

● What was the design decision that led to this outcome?

● If a user sends a message through component A, does it automatically 
trigger a message sent from component A to component B?

● What operational control will apply when this component fails?
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operational controls

rice comp 427: intro to threat modeling

● Process for assessment and recovery when $BAD_THING happens
○ Diagnosis mechanisms? Who gets the alerts?
○ Incident (production, security) response

■ Who is responsible for what actions
■ Communication and managing expectations 

(leadership, user, internal…)
○ Service Level Objectives (and Service Level Agreements)
○ Timeframes for diagnosis, recovery
○ Documentation
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a finding = plausible threat + lack of mitigation

rice comp 427: intro to threat modeling
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Voatz (2020)

rice comp 427: intro to threat modeling
https://github.com/trailofbits/publications/blob/master/reviews/voatz-threatmodel.pdf
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Voatz

rice comp 427: intro to threat modeling
https://github.com/trailofbits/publications/blob/master/reviews/voatz-threatmodel.pdf
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Voatz

rice comp 427: intro to threat modeling
https://github.com/trailofbits/publications/blob/master/reviews/voatz-threatmodel.pdf
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Voatz

rice comp 427: intro to threat modeling
https://github.com/trailofbits/publications/blob/master/reviews/voatz-threatmodel.pdf
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Voatz

rice comp 427: intro to threat modeling
https://github.com/trailofbits/publications/blob/master/reviews/voatz-threatmodel.pdf
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threat model uses and outcomes

rice comp 427: intro to threat modeling

● Threat != risk 

● Sufficient risk: report a finding (vulnerability, plausibility)

● PASTA, Mozilla RRA: what’s the worst that could happen?

● What people actually do with a threat model:

○ How should an uncovered threat scenario be mitigated? 

Who does the work to fix it? Who checks the fix works?

○ When should a threat scenario not be mitigated? What then?



57rice comp 427: intro to threat modeling
gif src: tenor.com
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security of systems: so what?

rice comp 427: intro to threat modeling

● Aiming for acceptably secure, not perfect

● Users’ desire-paths (cat wants to be in box!)

● Maintainability, runnability

● User-centric design

○ Remove the footguns

○ Foster and maintain trust
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security of systems: so what?

rice comp 427: intro to threat modeling

● Aiming for acceptably secure, not perfect

● Users’ desire-paths

● Maintainability, runnability, compliance

● User-centric design

○ Remove the footguns

○ Foster and maintain trust

primary reason
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thank you!

rice comp 427: intro to threat modeling

Kelly Kaoudis
Security Engineer
kelly.kaoudis@trailofbits.com
trailofbits.com


