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Agenda
● How we think about a system

○ Security controls
○ Whodunnit?
○ Scope and assumptions
○ Threats, risk, vulns, and findings

● Threat modelling in security research
○ Differences, similarities with industry threat models
○ Examples

Main idea: threat modelling informs and enables making 
good system-level security decisions!
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Curl Data Flow
Alex Useche, Anders Helsing
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Curl Binary Data Flow
Alex Useche, Anders Helsing
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● Everything is interconnected (dependencies)

● Emergent properties

● Protections and countermeasures will layer

● Boundaries: input, output, exchange

● Design-level weaknesses and vulns
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Systems thinking
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XKCD: Security, Source: https://imgs.xkcd.com/comics/security.png, License: CC Attribution Noncommercial 2.5

https://creativecommons.org/licenses/by-nc/2.5/
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Security Controls
● Subset of categories of security defences

● Client agrees to the category list

● Maturity evaluation by category at audit end

● Example categories: Contingency Planning; System and 

Information Integrity; Auditing and Accountability
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Voatz Security Controls Maturity Analysis
Stefan Edwards, Brian Glas



“A vulnerability is any trust assumption 
involving people, processes, or 
technology that can be violated in order to 
exploit a system,”
NIST Special Publication 800-154
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https://csrc.nist.gov/CSRC/media/Publications/sp/800-154/draft/documents/sp800_154_draft.pdf



● What does the system or application do? 

● What data can it process or store?

● Confidentiality: What happens if all the data is disclosed to the world?

● Integrity: What if data is incorrect, misleading, website defaced, etc.?

● Availability: What if data or service is missing, deleted, unreachable?

● Impact (reputation, finances, productivity, system usability…)
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Mozilla’s RRA (Rapid Risk Assessment)



1. Define objectives 

2. Determine scope

3. Decompose the application into components, trust boundaries

4. Analyse threats

5. Analyse vulnerabilities

6. Attack analysis

7. Determine risk and impact
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PASTA: Process for Attack Simulation and Threat Analysis



● Step 1: identify and characterise the system and data of interest
● Step 2: identify and select the attack vectors to be included in the 

model 
● Step 3: characterise the security controls for mitigating the attack 

vectors
● Step 4: analyse the resulting threat model
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https://csrc.nist.gov/publications/detail/sp/800-154/draft

NIST SP 800-154: data-centric threat modelling



1. Agree with client on initial scope

2. Discovery*: learn the system, actors, organization, process

3. Agree with client on assumptions

4. Show the gaps: threat scenarios, findings

5. Security controls maturity analysis

6. Report delivery and discussion
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*refine scope; discuss each step of discovery with the client so they know (and expect) what we are doing

Threat modelling at Trail of Bits!
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● 🐛: a fault or error that results in unexpected output or behaviour

● Vulnerability: incorrect assumption of security where there is 
actually weakness (subclass of all bugs)

● Threat = motive (attacker’s desire) + method (exploiting the vuln)
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Threat: motive, method



● Users, system admins or operators, attackers

● What do they want? Sensitive data, privileged access, 

persistence

● What should they be able to do? 

● What can they do?

● What do they know?
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Who’s in the system?



Clue at the Citadel Theatre. Author: Nanc Price, Source: Alberta Prime Times.
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Eclipse Jetty System Actors
Kelly Kaoudis, Spencer Michaels

External 
Attacker

An external attacker is an attacker on the public network 
(internet) from which at least one Jetty instance is accessible. 
This attacker can observe and analyze Jetty source commits as 
they land in the public repository for exploitable features.

Jetty 
Maintainer

A core Jetty contributor. Maintainers must review and approve 
pull requests prior to merging them.

Internal 
Attacker

An attacker on a private or application network from which at 
least one Jetty instance is accessible.

Application 
Developer

An application developer creates, maintains, and updates 
applications deployed via Jetty.

Client “Client” refers to either a client of a Jetty server instance that can 
integrate the Jetty client libraries or a wholly distinct networked 
application.

Server 
Administrator

A server administrator administers a networked application that 
is either built with Jetty components, served via a Jetty instance 
embedded as a servlet container in another framework, or 
served via a standalone Jetty instance.

Local 
Attacker

A local attacker is an attacker who controls a process or user 
account on the same host as the Jetty instance and can affect 
the system environment, including the filesystem.

Server 
Deployer

A server deployer releases an application served via Jetty or 
built with Jetty components into the running environment. The 
deployer may not be a separate individual from the server 
administrator and application developer.

Jetty 
Contributor

A non-maintainer Jetty contributor.
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Components
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Eclipse JKube Components
Kelly Kaoudis

Watcher The JKube Watcher allows for hot 
reloading of image configurations 
and resources.

Maven 
(*)

Maven is an open-source build tool for JVM languages. This 
component is out of scope.

Remote 
Dev

The JKube Remote Dev module 
allows developers to configure 
deployments for later remote SSH 
connections.

Cluster 
(*)

This is the remote cluster, orchestrated by Kubernetes or 
OpenShift. This component is out of scope.

Kit API The Kit API is the standalone 
public API for building and 
deploying container images or 
configurations without using Maven 
or Gradle.

Docker, 
Dockerd 
(*)

Docker (and its daemon, dockerd) is a local container 
management system that can integrate with minikube (an 
optional Kubernetes component). This component is out of 
scope.

Docker 
API

The Docker API is a bespoke API 
that allows users to integrate 
JKube with dockerd directly or 
through a tool such as minikube.

Remote 
Registry 
(*)

JKube can push container images using delegated credentials to 
registries such as Docker Hub and Quay. Maven or Gradle can 
source packages from tools such as JFrog and Maven Central. 
This component is out of scope.



Trust boundary

● Adam Shostack: “An attack surface 
is a trust boundary and a direction from 
which an attacker could launch an attack… 
a trust boundary is where entities with 
different privileges interact”

● OWASP: “A trust boundary is a location in 
data flow where level of trust changes”
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Adam Shostack: Threat Modeling https://a.co/d/c86A7ou 
OWASP: https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html#define-trust-boundaries



● Spoofing

● Tampering

● Repudiation

● Information disclosure

● Denial of service

● Expansion of authority
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Systematically thinking about threats: STRIDE



● Spoofing violates authenticity

● Tampering violates integrity

● Repudiation violates non-repudiation

● Information disclosure violates confidentiality

● Denial of service violates availability

● Expansion of authority violates authorization (privilege enforcement)
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STRIDE: things that break user trust



Kelly Kaoudis | UC Santa Cruz Languages, Systems, and Data Seminar | December 1, 2023

Curl Threat Actor Paths
Alex Useche, Anders Helsing



a finding = what if...
a gap + an actor + a vector
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Severity Difficulty

Informational Undetermined

Undetermined Low

Low Medium

Medium High

High

risk = likelihood * impact

Low difficulty == high likelihood

Severity == impact
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DESIGNANALYSIS

IMPLEMENTATIONEVALUATION

TESTING

SDLC



“A threat model specifies the conditions under which a defense is 
designed to be secure and the precise security guarantees 
provided; it is an integral component of the defense itself... 
outlin[ing] what type of actual attacker the defense intends to 
defend against, guiding the evaluation of the defense... One of the 
defining properties of scientific research is that it is falsifiable: there 
must exist an experiment that can contradict its claims. Without a 
threat model, defense proposals are often either not falsifiable or 
trivially falsifiable,” 
On Evaluating Adversarial Robustness, Carlini et al.
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https://nicholas.carlini.com/papers/2019_howtoeval.pdf



● Manage scope, e.g. “side channel attacks are out of scope”, “attackers 
with local hardware access are not considered”

● Actors (attackers, users) in the system
● Capabilities by actor, e.g., “we assume the administrator can access...”; 

“a remote attacker can... to escalate their privilege”; “a user knows...”
● Constrain system and environment

○ What components, actors, data can be protected by the prototype
○ What components, actors, data will be affected by the attack
○ Even... what emergent properties
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Writing a threat model for a paper
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(non-Trail) academic threat model example
“Improving Signal’s Sealed Sender”, NDSS 2021
I. Martiny, G. Kaptchuk, A. Aviv, D. Roche, E. Wustrow
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Here’s one I worked on...
“Endoprocess: Programmable and Extensible Subprocess Isolation”, NSPW 2023
F. Yang, W. Huang, K. Kaoudis, A. Vahldiek-Oberwagner, N. Dautenhahn 



● Threat models in security papers

○ State assumptions

○ Contextualize with the who, where, and how of exploit(s)

○ Keep Reviewer 2’s thought process on track!

● Systems thinking should always incorporate security!

● Scope of academic vs industry threat modeling goals may differ

● Trail of Bits is also happy to help ;)
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Academic threat modeling



Thank you!
Check out some of our work: 

github.com/trailofbits/publications

Kelly Kaoudis
Senior Security Engineer
kelly.kaoudis@trailofbits.com
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