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PolyTracker

• Runtime (dynamic information flow tracing)


• Every input byte


• Record parts of CFG that data flow enters for later call stack reconstruction


• Intermediate labels’ provenance relations to source and sink bytes


• Novel trace representation: the tainted directed acyclic graph
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Spec
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Spec

Spec
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Malicious inputs?
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POST /upload HTTP/1.1 
Host: example.com 
Content-Type: multipart/form-data 
... 
 

?
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‘FF D8  
... 
FF D9’

http://example.com
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?

https://infosecwriteups.com/exploiting-xss-with-javascript-jpeg-polyglot-4cff06f8201a 
https://bugzilla.mozilla.org/show_bug.cgi?id=1288361

‘FF D8 …  
2F 2A … 
FF D9’
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https://infosecwriteups.com/exploiting-xss-with-javascript-jpeg-polyglot-4cff06f8201a


Research questions

Differences when handling benign and malicious input? 
 
What program logic fails on unexpected input? 
 
What differs between parsers that should implement the 
same input specification? 
 
What parts of a specification enable creating polyglot files? 
 
Format ground truth?
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Challenge: manual instrumentation doesn’t scale



Challenge: *much* data
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Tainted Directed Acyclic Graph (TDAG)
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Tainted Directed Acyclic Graph (TDAG)
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Tainted Directed Acyclic Graph (TDAG)
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Tainted Directed Acyclic Graph (TDAG)
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Write side implementation
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https://github.com/trailofbits/polytracker


