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● What is a bug bounty?
● Rules of engagement and scope
● Example: Clickjacking in Twitter video player by filedescriptor
● Example: Missing API permissions by ryotak
● Example: Email bomb by Akhil Kakkireni
● What could go wrong?
● More resources
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• to protect public health

• to secure elections

• to make driving more safe

• to protect consumer privacy on the Internet

Why would we want to let security researchers test 
others’ computers without their permission?

https://www.eff.org/document/cfaa-and-security-researchers
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• to protect public health

• to secure elections

• to make driving more safe

• to protect consumer privacy on the Internet!

Why would we want to let security researchers test 
others’ computers without their permission?

https://www.eff.org/document/cfaa-and-security-researchers
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🐞
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https://hackerone.com/twitter?type=team



Section
rules of engagement
and scope
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• stick to confidentiality agreements, NDAs

• stay in-scope where humanly possible

• “in good faith” and safe harbour

• professionalism

Rules of engagement

https://www.zdnet.com/article/these-are-common-problems-that-cause-headaches-for-bug-bounty-participants/
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Twitter in-scope
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Twitter out-of-scope



Section
example: email bomb
Akhil Kakkireni, 2017
https://hackerone.com/reports/297359 
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clear repro 
steps
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makes an 
attempt to 
estimate 
impact 
(good), but 
does not tie 
potential 
impact 
directly to 
Twitter users
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actual 
customer 
impact
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• Disclaimer: not the process of email bomb vuln reporter; some tactics and tools they could have used…

• Burp Community Edition (free!)

• Portswigger (Burp maker) intruder tutorial

• How’d they find this thing in the first place? Probably recon
• Collect live subdomains in scope (“wide recon”): subfinder, amass, masscan, Google dorks…

• Is anything interesting hosted there (“narrow recon”)? httprobe, dirsearch, wfuzz, and more 

• and even more (and more!)

starting points

https://portswigger.net/burp/communitydownload
https://portswigger.net/burp/documentation/desktop/tools/intruder/using
https://securitytrails.com/blog/the-most-misunderstood-element-recon
https://github.com/projectdiscovery/subfinder
https://github.com/OWASP/Amass
https://github.com/robertdavidgraham/masscan
https://github.com/tomnomnom/httprobe
https://github.com/maurosoria/dirsearch
https://github.com/xmendez/wfuzz
https://gist.github.com/dwisiswant0/5f647e3d406b5e984e6d69d3538968cd
https://github.com/venom26/recon
https://github.com/vavkamil/awesome-bugbounty-tools
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https://github.com/projectdiscovery/nuclei
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Dupes :(

https://www.reddit.com/r/bugbounty/comments/gyizkz/closed_marked_as_duplicate/

https://safaras.medium.com/tired-of-duplicates-in-bug-bounty-b34d786fe6a4
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• pentesting
• likely “first” on a target, closer to private program bug hunting
• smaller scope can mean less need for wide recon
• access to documentation (sometimes)
• grey or white box testing (sometimes)
• salaried or contracted through consulting company by 

engagement

Pentesting vs bug hunting
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• pentesting
• likely “first” on a target, closer to private program bug hunting
• smaller scope can mean less need for wide recon
• access to documentation (sometimes)
• grey or white box testing (sometimes)
• paid by contract (salary or engagement)

• general-purpose bug hunting
• low-hanging fruit likely gone (dupes)
• payment not guaranteed
• more typically black box
• wider scope generally

Pentesting vs bug hunting
• both

• stick to scope
• occasional use of common tooling
• automation, custom tooling
• good writing & communication skills!
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questions before we continue?



Section
example: missing API permissions
by ryotak, 2020
https://hackerone.com/reports/1032468 
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problem tl;dr
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clear impact
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“The read-only application can publish 
Fleets without getting Write permission”

↓
“When a Twitter user authorizes a 
read-only application on their account, 
at time of writing the read-only app can 
publish or delete Fleets without the Write 
permission since Fleets APIs lack 
application permissions checks”
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clear repro 
steps



34

https://docs.google.com/file/d/1J2FU_2hBho_L3fFJnxwFRKSa5OQt-XL8/preview
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reporter found & acked similar-feeling issue
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• Disclaimer: not process of API permissions vuln reporter; some tactics and tools they could have used…

• general understanding of how permissions work for other (Twitter) HTTP API endpoints

• twurl: OAuthed curl wrapper for interacting with API endpoints

• read other disclosed reports from program, potentially determine likely payout and also issues that would 
be potentially considered too similar / duplicates

• Portswigger OAuth tutorial, access control tutorial

• ryotak’s writeup (in Japanese): https://blog.ryotak.me/post/twitter-privesc/

starting points

https://github.com/twitter/twurl
https://portswigger.net/web-security/oauth
https://portswigger.net/web-security/access-control


Section
example: video player clickjacking
by filedescriptor, 2015 (disclosed 2018)
https://hackerone.com/reports/85624
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• in researcher’s own words:

• impact: app can Tweet from victim account without consent

40

clickjacking?

poc: https://vimeo.com/138212863
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https://speakerdeck.com/filedescriptor/exploiting-the-unexploitable-with-lesser-known-browser-tricks?slide=13
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tl;dr of problem
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what is the current 
solution if there is one?
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demonstrates impact in 
a way directly relevant 
to the user
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PoC plus simple demo 
screen recording
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where is the vuln valid? 
browser-specific behaviour 
called out
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repro steps are clear
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• Disclaimer: not the process of clickjacking vuln reporter; some tactics and tools they could have used…

• RFC, spec (X-Frame-Options, Content-Security-Policy) documented edge cases

• understand expected browser behaviour

• read the app docs (after looking at the code and black boxing the app) but don’t necessarily believe them!!

• go deep into one type of vuln across programs and apps

• limit platform impact, use test accounts

• demonstrate impact directly to user / service (threat modeling while being the threat :)

• Portswigger clickjacking learning path

• filedescriptor’s writeup: https://blog.innerht.ml/google-yolo/

starting points

https://datatracker.ietf.org/doc/html/rfc7034
https://www.w3.org/TR/CSP3/
https://portswigger.net/web-security/clickjacking
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what was each report worth?

https://hackerone.com/twitter?type=team
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what was each report worth?

Email bomb

API permissions

Video player clickjacking
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what was each report worth?

Email bomb

API permissions
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$140
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what was each report worth?

Email bomb

API permissions

Video player clickjacking

$140

$7700

$5040
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questions before we continue?



Section
now that we’ve seen some 
accepted reports…
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Hacking & disclosure: what could go wrong

🌶🧂

report closed “not an issue”;
marked duplicate

IP address ban or 
account suspension

cease-and-desist letter 
from target entity 
or your ISP

company files lawsuit or 
injunction

program triager or 
responder is disrespectful

company changes 
program terms or 
bounty amounts 
retroactively

government gets involved
(not on your behalf)

finding and reporting in-scope vulns likely malicious hackingactions against ToS

reporter barred from 
further program 
participation
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this sucks, but can happen

https://hackerone.com/reports/156098
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don’t do this.
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banned from the program…
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🌶🧂

report closed “not an issue”;
marked duplicate

IP address ban or 
account suspension

cease-and-desist letter 
from target entity 
or your ISP

company files lawsuit or 
injunction

program triager or 
responder is disrespectful

company changes 
program terms or 
bounty amounts 
retroactively

government gets involved
(not on your behalf)

probably worst that could happen with general vuln reporting, bug 
bounties, or disclosure partnering with third parties like CERT, 
CISA, Mitre (CVE db)

finding and reporting in-scope vulns likely malicious hackingactions against ToS

reporter barred from 
further program 
participation

Hacking & disclosure: what could go wrong



61

what if I found an issue and 
don’t know where to report it?



62

https://cveform.mitre.org/
https://www.cisa.gov/uscert/report
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• Katie Moussouris on well-managed versus poorly run bug bounties

• Google’s Bug Hunter University and “How to become a Bug Hunter”

• TryHackMe: bite-size appsec and pentesting tutorials

• Mitre’s “New to CVE? Start here” 

• Microsoft’s bug bounty vuln report how-to and examples of high-quality reports

More stuff!

https://www.youtube.com/watch?v=6kqbXiBEUdc
https://bughunters.google.com/
https://bughunters.google.com/learn
https://tryhackme.com/paths
https://cve.mitre.org/about/getting_started.html
https://www.microsoft.com/en-us/msrc/bounty-example-report-submission?rtc=1


Thank you!

contact: @kaoudis on Twitter, kaoudis#9503 on Discord, email kaoudis@twitter.com

summary

0. if you can spot a vuln, you can report it too!

1. follow coordinated vuln disclosure standards if publishing

2. obligatory plug: Twitter is looking for  
security & privacy engineers at all levels (link)

https://careers.twitter.com/en/roles.html#q=security

